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Group test :
M

a
I wa

re gateways
Contrary to expectations ,

this category is far from extinct
,

but the market is certainly characterised
by a much smaller product choice compared to previous years . By Peter Stephenson

For its fully loaded feature set with

many extras that cornes without
a

hefty price tag we rate Trend Micro'
s

InterScanWeb SecurityAppliancev3.1

our Best Buy . Our Recommended

product is the BorderWare Email

Security Gatewayv7.1 with its strong
malware and content protection
across email

,

web
,

and IM .

For details on howwe test and score

products,visitwww.scmagazine.com /

How-We-Test / section / 114
/

L

ast year I predicted that we

would see almost no pure
and-malware gateways by

2008 . Well
,

it seems reports of the

death of this market segment were

premature ,

but we certainly saw

nowhere near the number of

products this time round
.

However
,

those solutions we
did look

at were slick
,

wellconceived and easy to set up and

manage . The big strength of these

gateways is their ability to manage

endpoint anti-malware products
as well as provide a solid gateway .

This led me
te

, consider why the

convergence trend bas slowed
down . So here are some

thoughts on that :

First
,

the trend towards
a single

gateway device
-a sort of

superUTM-badly affects the concept
of in-depth defence . Leaving the
UTM as the only device

at the

perimeter forces one
to

extend

protection to the desktop in order
to

achieve in-depth defence .

Extending anti-malware

protection to the desktop requires
sonie way to manage large
numbers of endpoints centrally .

These anti-malware gateways
don' t provide what is needed in

that regard . They do not allow

things such as provisioning of

current signature sets and they do
not force automatic updating ,

for
example ,

as a way to keep all

endpoints current in terms of

malware protection .

Rather
,

these products filter
at

the gateway based largely on

protocols that attempt to pass the

perimeter in either direction . In

order
to manage the endpoints you

need an anti-malware management
product . It

is important to

understand the différence .

The products we looked at have

a wide variety of very interesting
capabilities . For example ,

some

used the notion of reputation to

decide whether
a particular

website
is likely to be

a
malware

risk . At Ieast one product does

not require periodic updates .

Instead it communicates with
a

server back
at

the vendor
to

check for the most current status

of a
website . This

is
a refinement

on the use of reputation to

determine risk .

Buying tips
My first piece of advice is

to set

your expectations correctly . What
do you want to accomplish? If

,

as

I pointed out above
, you avant to

manage and correlate endpoints ,

this is not the right type of

product . However
,

if you avant to

add
a robust malware filter Chat

operates in a variety of ways ,

this

product group may be
a good bet .

For example ,

if you have
a

problem with employees surfing
the internet and then connecting
to a secured network and

possibly cross-contaminating the

secure network
,

use
a gateway to

prevent the infection in the first

place . Coupled with anti-malware
at

the endpoint , you' ll have robust

protection . However
,

do not

expect your anti-malware gateway
to manage that endpoint .

We found that focusing on the

web covered almost ail of the

malware threats we considered .

However
,

the issue
of email is not

to be forgotten . While there are

competent email filters
,

a
lot of

email is exchanged using some

form of webmail . The classic

example of this is the employee
who checks his

or her Yahoo

account while
at

work
, picking

up an infection and then

contaminating the entire

enterprise . For that
,

these

products shine .

My second piece of advice is

to be sure that you know what

your throughput at
the gateway

needs
to

be . These generally are

in-line appliances and on very
large networks you should make

sure that you've selected
a

product Chat won'
t increase

latency unacceptably.

How we tested
For this group ,

we were not
concerned about such things as

catch rates . We have found
,

over

years of testing ,

Chat products of

the quality we were looking at

usually all had similar catch rates .

We set the products up in

our network test bed and noted
how easy they were to set up
and manage . We also looked

carefully at
how they performed

their assigned tasks . In that

regard we found some very
innovative approaches to

controlling malware .

We were mostly concerned
with things such as how updating
occurs

,

what technology is used
to catch malware and how the
device is managed . Reporting
and alerting also were important

to us . Finally ,

we wanted
to know

what types of malware the

product caught . Overall
,

we
were impressed with the clever

ways in which these gateways
do their jobs .

Managing malware
at

the

perimeter is a difficult problem
and

, frankly ,

I question whether it

can be effectively built into
a

UTM appliance .

TREND MICRO
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CROUP TEST lAnti-malware gateways «

Specifications for products tested

Product Web anti-virus

BorderWare Email SecurityGatewayv7.1

CP Secure CSG 2500 v2.3.3.112

eSafe v6.2

InterScan Web SecurityAppliance v3.1

McAfee Secure Internet Gateway 3000 v4.5

Panda GateDefender Performa 8100 v3.0

Sophos Web Appliance WS3000 v2.0

Webanti-spyware Webanti-phishing

O

BorderWare Email Security Gateway v7.1

Supplier BorderWareTechnologies

Price From5 ,100

R f

orderWare Email Security

Gateway incorporates two
eatures: the intercept

engine and the BorderWare

security network
(

BSN
)

. These

r T

work together

seamlessly to

provide solid

protection
against email

,

eb and IM
security threats . The intercept
engine actively blocks and protects

against threats such as spam , image

spam , spyware , phishing ,

direct

harvest attacks
,

denial of service

attacks and anomalous

combinations of these . The BSN
collects and organises threat data

in real time to identify malicious

senders and emerging threat trends .

BorderWare' s offering also

incorporates a privacy and

compliance engine to secure

point-to-point email transmissions

by using encryption to eliminate

data leaks . This product is

customisable and scalable for any

organisation . For larger networks
,

the Email Security Gateway uses

on-demand clustering technology,

making it capable of processing
millions

of messages per hour .

BorderWare uses message-level

redundancy to ensure no message
is ever lost by sending a copy to

another system within the cluster .

Even though this device does

sonie very sophisticated tasks
,

it is

not complicated to use . From the

initial setup wizard to policy

configuratio ,

it is a breeze to

manage . The web GUI is simple
to use and policies are easy to set

up . Most of the default policy
does require configuration ,

but it

does not take too long to get this

appliance running just right .

Integration is a key feature here .

The Email Security Gateway
works with many servers and

programs already in use
,

and it

manages disparate threats all in

one location . This device not only

plugs into the mail Stream
,

but
also covers web and IM .

The documentation is very

good ,

with information balloon
icons dotted around to explain
why one would want to or not
want to perform an action during
the install process . This reduces

configuration errors and limits

trouble-shooting problems on die

back-end of the deployment .

Support comes as standard and

premium-level packages . Both

offer 24 /
7 phone and email

support with a one-hour response
time .

The premium deal includes

an assigned account representative
who performs regular system
checks

,

on-demand monitoring
and

, depending on location
,

emergency on-site support .

Starting at

5 ,100 excluding

support ,

this appliance is good
value for money.

SC MAGAZINE RATING
Features

Ease of Use

Performance

Documentation

Support
Value for Money

For Strong malware and content

protection across email
,

web
,

and IM

Against Nothing we found

Verdict A powerful ,

cost effective

anti-malware tool . Recommended .

TREND MICRO
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» CROUP TEST
1

Anti-malware gateways

CP Secure CSG 2500

Supplier CPSecure

Price 26 ,955

C

P Secure Content Security
Gateway (

CSG
) provides

real-time scanning using its
own

, patent-pending ,

streambased technology . This dual-scan

engine approach-one engine
created by CP Secure

,

the second
an integration of a Kaspersky Labs
anti-virus engine-can protect all
common protocols ,

HTTP
,

SMTP
,

POP3
,

IMAP and HTTPS .

A huge , automatically updated
signature library of malware

,

spyware ,

Worms
, Trojans ,

and
other vulnerabilities provides
comprehensive protection to

changing threats . The appliance
can be installed in-lire within the

corporate architecture without a

reduction in performance and is

seamless
te users .

The CSG 2500 is fairly easy to

use
. Initial setup can be done in

one
of three ways: by a serial

console connection
,

a web
interface or directly on the LCD
screen

. Once initial configuration
is complete ,

ail management is

done through the

simple-tonavigate web interface .

While this product does have

some nice features
,

we found it

was not as simple to configure
policy,

and policy options were

quite limited
,

as most are quite
broad and offer limited flexibility.

However
,

it can plug into
Websense Enterprise for an extra
boost of functionality .

Documentation is above

average due in part te

, the

appliance' s easy-to-set-up
character. The material

is

thorough from unpacking the

appliance to final configuration ,

using a step-by-step approach .

Administrators
at most skill levels

will have no problems successfully

deploying the solution . The
administrative and supporting
documents are short

,

to the point
and include numerous charts

,

diagrams and screenshots .

Support for the CSG consists

of

/ /ua1 online support and
24 /

7
live phone support ,

which
means there

is no need to leave

messages or deal with automated

answering systems . The virtual
online support takes advantage

of a secure portal using SSL to

connect remotely and provide
diagnostic troubleshooting .

CP Secure offers phone and
email support incorporated in

the purchase of the CSG for
the first year .

At a price just shy of 27 ,000 ,

this product is at the high e

,

d for
this group . We find that its overall
cost of ownership probably
doesn' t quite justify its price tag .

That said
,

once
it is configured ,

it

offers good protection and

integrates well into the enterprise .

SC MAGAZINE RATING
Features

Ease of Use

Performance

Documentation

Support
Value for Money
OVERALL

* * * *

r

For Strong product with nice features
and a simple management interface

Against High cost
,

Verdict Good for those that want a

tightly integrated anti-malware gateway
that can connect directly to Websense

eSafe v6.2

Supplier AladdinKnowledgeSystems

Price
2 ,400

A

laddin' s eSafe has gained

many new and updated
elements since its last

release . The feature set includes a

full gambit of email and web

safeguards ,

such as the validation

of recipients with the integration
of LDAP

/
Active Directory. This

greatly reduces the occurrence of

undeliverable emails and improves
network performance . Message
identification creates a

point-topoint record of ail mails sent both

internally and externally ,

written

directly into the session log file .

The HG-200 can set up user

or group profiles to define
attachment types ,

sizes
,

content
filters

, anti-phishing ,

antispoofing and password-protected
archives . Aladdin s eSafe protects
organisations from web threats

through administrative file-type
blocking policies .

This product is simple te set

up ,

use and manage . Initial

configuration is done on the LCD
screen o' he front of the

appliance . Once the IP address

and network information is

entered
,

further administration is

done via the management console

software . We found this console

to be easy and intuitive to

navigate and managing policy is

quite easy as well .

From a performance
standpoint ,

this is
a solid product .

The default policy is set up as a

good starting point and
,

in most

cases
,

would work just fine . We

really liked the Applifflter ,

which
can block harmful applications
such as IM

,

P2P and

remotecontrol programs . Also
,

the
console features a real-time traffic

éw that gives a brief summary of

HTTP and FTP traffic .

The documentation is good and
is broken clown into three

sections: the eSafe Gateway ,

email

and web manuals .
An additional

eConsole administrative guide
helps during the deployment
process . There is a good use

of images and screen shots

to provide a visual reference

during the deployment and

configuration .

Support offerings for this

product consist of both phone
and web assistance . Aladdin s

phone support is offered during
office hours

, usually with a

response time of four hours
or

less
.

A well-designed website

provides customers with
documentation and easy-to-find
contact numbers

, including a

technical support portal logon .

At a price of

2 ,400 ,

this

product is excellent -alue for

money for almost any size

organisation looking for solid

gateway malware protection .

SC MAGAZINE RATING
Features

Ease of Use

Performance

Documentation

Support
Value for Money
OVERALL * *

* * *

For Easy-to-manage appliance with a

full feature set

Against Nothing we found during
this group test

Verdict A solid anti-malware gateway
that offers good value for money

TREND MICRO
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InterScan Web Security v3.1

Supplier Trend Micro

Price 10,675 for 2 ,500 users

T

rend Micros InterScan

Web Security Appliance
(

IWSA
)

is a real-time
,

security-rich tool for protecting
organisations from web threats .

r
T

IWSAs new

web reputation
feature blocks

users' access to

suspicious
domains while

performing website reputation
scoring without the need

of

uploading updates . The device

blocks both old and emerging
FTP and HTTP protocols threats

,

as well as non-HTTP protocols
such as IM communications .

This appliance is capable of

stopping all outbound
connections to known spyware
and phishing websites . The IWAS

integrates seamlessly with Trend Micro
s Control Manager for even

greater coordination
, deployment

and configuration by fitting into

existing infrastructure such as

LDAP
,

ICAPand WCCP .

In the ease of use category,

not
much has changed since we last

saw this appliance . The setup and

management are simple and

intuitive from start to finish .

There is no setup wizard for
this device

,

but that does not
hinder the process . Once
network IP information is entered

via the LCD screen
,

further

configuration is donc through the

well-organised web interface . The

default policy is fairly solid and

we had no trouble adjusting

policies as needed .

With LDAP proxy integration
and specialised IM scanning via

the Intellitunnel
,

this product
goes above a standard

antimalware gateway . It also has an

optional clean-up program that
will quarantine and clean an

infected machine before the user

is allowed on the network .

Trend Micro provides an

easyto-understand step-by-step
administration guide that leaves

nothing to chance from a

deployment standpoint . The

quick-start guide is also excellent .

The documentation makes

good use of diagrams and

screenshots and the table of

contents is hot-linked .

Trend Micro offers a premium
support program and various

other options . The website has

a large support area complete
with documentation

,

downloads
,

technical notes

and threat information .

At a price of 10 ,675 for 2 ,500
users

,

this product provides solid

protection ,

even to some larger
environments

,

without a high
purchase cost or high
administration overhead .

SC MAGAZINE RATING
Features * *

* * *

Ease of Use * * *
*

*

Performance

Documentation

Support
Value for Money
OVERALL * * * * *

For Fully loaded feature set with many
extras

,

without a hefty price tag

Against Nothing we found

Verdict Another solid anti-malware

product from a market leader .

Our Best Buy .

Anti-ma are gateways «

McAfee Internet Gateway 3000

Supplier McAfee

Price 1 ,848

A

strong feature set makes

McAfee s Security Internet

Gateway (

SIG
)

a heavy
hitter in any organisations
architecture . The SIG provides
anti-virus scanning against all

protocols ,

while anti-spyware

scanning blocks potentially
harmful spyware ,

cookies and

adware from getting on to the

network . To protect against spam
the SIG uses an engine consisting
of anti-spam , anti-phishing rule

sets
, permit-or-deny lists and a

spam-learning feature . The SIG

enforces policy and compliance
issues regarding out-going data

transmission as well as some forms

of data leakage .
This appliance is

easily configurable by IT staff and
,

once configured , requires minimal

administrator intervention .

This product is fairly simple to

set up and manage . The

deployment begins with an

easyto-follow setup wizard that

gathers information about the

basic environment through the
web interface . Once the wizard is

complete ,

the appliance reboots

and further configuration is

continued through a web GUI .

This is quite cumbersome at first
,

however
,

after spending some

time with the appliance we found
it became easier to navigate .

The Secure Internet Gateway
can integrate with existing Active

Directory groups and users to

create specific and granular

policies . However we found

policy and rule configuration to

be confusing and awkward due

to their high granularity .

The documentation is in-depth
and complete . The step-by-step
administrative instructions

explain clearly what is required
for a

successful deployment of the

device . The table of
contents is

hot-linked for easy information
retrieval . We would have liked to

sec more helpful visual aids

within the documentation
,

but
still managed to install the device

without problems .

McAfee offers tiered levels of

support with this product ,

including gold , gold select
,

platinum and platinum select

service packages . For example ,

the gold support offering includes

24 /
7 phone support , engine

updates , product updates and

access to
online tools

,

a

knowledge base
,

technical

support service portal and global
solutions lab .

At a price of

1 ,848 ,

this

product is average value for

money . Although it takes some

time to get to know how to

use the appliance ,

it
does offer

some excellent flexibility and

very nice features .

SC MAGAZINE RATINGS
Features * * * * *

Ease of Use

Performance

Documentation

Support
Value for Money

* * * *

*

* * * *

*
*

* *

r

* * * * *

* *
*

For Highly flexible and customisable

appliance

Against Difficult and awkward to

use at first

Verdict A powerful tool in spite of its

awkward setup procedures

TREND MICRO
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Anti-malware gateways

Panda GateDefender 8100

Supplier PandaSecurity

Price 1 ,820 plus 13.52 per node

based on one-year licence

for 101-1000 nodes

P

andas GateDefender
Performa 8100 v3.0

features complete

protection on all widely use_d

protocols such as HTTP
,

SMTP
,

IMAP4
,

POP3 and NNTP.

This appliance detects viroses
,

Trojans , phishing and spyware ,

blocking them
at

the gateway. Web

protection features include
a

customisable
,

non-obtrusive

approach te

, securing URLs
to

lirait access to
sites containing

non-business
, non-productive or

inappropriate content .

The appliance cornes with an

extensive URL listing divided into
59 categories ,

and you just click a

buOeon
to block or disable

category types . These URL lists

are updated every 90 minutes and

include thousands of new sites

daily . The GateDefender
Performa is also customisable

through black / whitelists using an

intuitive web console running lE

5.0
or greater . The GateDefender

Performa can generate real-time
customised reports with ease .

We found this product to
be of

average ease of use . The

deployment is donc completely
manually and there are no setup
wizards

to aid configuration .

However
,

initial setup takes only
a few steps and the appliance is

up and running in minutes . The
web-based GUI isn'

t
hard

to

navigate and configuration and

policy information is easy to
find .

A very nice dashboard view

provides a quick look
at threat

statistics and traffic information .

This product integrates with
LDAP

to provide customised

policy based on existing groups
and users . Policy configuration is

also quite simple and most can be

configured by checking a
box on

the appropriate menu .

The documentation is good
enough so that any proficient
administrator should have few

problems with deployment . We

would have liked to see more
visual documentation and

screenshots . The table
of contents

not hotinked
,

but overall the

information ,as laid out well .

Technical support is offered

during office hours in the UK and

defaults to Panda Security
International support at

other
times . The website contains

a

password-protected interactive
troubleshooter portal .

We found this average value for
the money . Even though the

initial price for the appliance is

low
,

node licensing raises the cost
,

in some cases significantly ,

as does

the addition
of optional modules

needed to reach full capability.

SC MAGAZINE RATING
Features

* * * *'

r

Ease of Use * * *
* *

Performance

Documentation

Support
Value for Money
OVERALL

* * * *

For Easy-to-navigate web interface and

simple policy configuration

Against We would have liked stronger
documentation and

a
few more features

Verdict This gateway has some good
features

,

but its price is
a

bit high

Sophos WS1000

Supplier Sophos

Price 19 ,500for500users ,

including hardware support

and threeyears of updates

The
Sophos Web Appliance

WS1000 effectively and

seamlessly blocks spyware ,

phishing ,

virus
,

malware and other
web-born threats

at
the gateway. It

also allows granular administrative

control over permitted actions .

The use of Sophos Behavioural

Genotype Technology is

,

according to the vendor
,

the key to

stopping malicious threats
,

malware

and even encrypted malware prior
to allowing malicious code

to run
within your enterprise .

The WS1000 uses bi-directional
traffic inspection of in- and

outbound web traffic . This

product features a web based

management console that is easy
te

, navigate for administration
,

user activity, policy configurations ,

compliance and web-traffic load
all in

a user-friendly dashboard

configuration .

The WS1000 is easy to use

from the moment it is taken out
of the box . Setup and initial

configuration via the setup wizard
rock just a few minutes . The
default policy was cuite
comprehensive and required little

configuration . We also liked the

clean and organised web GUI
,

which was not only very nice
to

look at

,

but it was intuitive and

easy to navigate as well .

This product has some great

performance features . It can

become
a

web proxy and plug
directly into Active Directory or

existing LDAP infrastructures .

There is also a policy test feature

that shows exactly what policy
applies to specific users and

groups to
make sure policies are

accurately configured .

The documentation is complete
and administrator-friendly .

Sophos bas emphasised critical
sections such as the configuration
and reporting , leaving nothing te

,

chance . A good use of screenshots

and easy-to-follow outlines limit

input error during deployment .

Support includes 24 / 7

telephone technical assistance .

As the WS1000 is a managed

appliance , Sophos proactively
monitors it for connection failures

and event-driven alerts
,

with
ondemand remote access assistance

included in the base price . The
website also offers

a knowledge
base library with FAQs ,

downloads and user manuals

within
a customer secured portal .

At 19 ,500
,

this product' s high
functionality cornes at a very high
price . But we still consider it

good value for money for

organisations that can afford it

and need the power of a

managed appliance .

SC MAGAZINE RATING
Features

Ease of Use

Performance

Documentation

Support
Value for Money
OVERALL

* *
* * *

For Highly flexible policy configuration
with high-end technology

Against Very high cost

Verdict Big capability at a big price

TREND MICRO


